VIRTUAL SWITCH



Dashboard
i Local Server

ii All Servers

WELCOME TO SERVER MANAGER

File Action View Help

e 7w

33 Hyper-V Manager
53 WIN-6NQ842FMBIT |

In Windows Server
Windows Server 20
interface have bee
Adapters now conn

Virtual Machines

Name %

No virtual machines were found on this server.
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R Virtual Switches VA Create virtual switch

A% New virtual network switch

® WY My Virtual Switch What type of virtual switch do you want to create?
Private virtual switch External
2 Global Network Settings Internal
U MAC Address Range Pivate

00-15-5D-FE-0D-00 to 00-15-5D-F...

| Create Virtual Switch |

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer,

When you create a switch you have a choice between, external, internal
or private. To create the virtual switch click on create virtual switch and give
The switch a name. In this example the switch is called My Virtual Switch.

Now how do we manage the Extensions.

OK | I Cancel




A Virtual Switches

YA New virtual network switch
8~ My Virtual Switch

Private virtual switch
Global Network Settings

U MAC Address Range
00-15-5D-FE-0D-00 to 00-15-5DF...

During switch creation you
Have the choice of enabling
single/-root 1/0 virtualizatic

New feature in Serer 2012.
Enabling this feature reduce
Input and output overhead,
Which in turn will increase
Performance to the point
Where the VMs performanc
Is almost as good as the
Physical machine. In

Addition to this the processing

Overhead of the host is
Reduced.
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wiw Virtual Switch Properties

Name:

|My Virtual Switch

Notes:

Connection type
What do you want to connect this virtual switch to?

() External network:

|

| Microsoft Network Adapter Multiplexor Driver

[v] Allow management operating system to share this network adapter

[ ] Enable single-root IJO virtualization {SR-IOV)
O Internal network
(® Private network

VLAN ID
[ ] Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LAN that the management operating
system will use for all network communications through this network adapter, This
setting does not affect virtual machine networking.
2|
Remove

0 SR-IOV can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

| |
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% Virtual Switches uJx Virtual Switch Extensions
File Action View Help VA New virtual network switch
; Switch extensions:
—=| El [= = wtw My Virtual Switch
h *| "’:] . Private virtual switch Name Type
&3 Hyper-V Manager B Micosoft NDIS Capture Monitoring
ii WIN-6NQ842FMBIT K Chubil by Settngs [V Microsoft Windows Filtering Platform Filter

U MAC Address Range
00-15-5D-FE-0D-00 to 00-15-5DF...

| Move Up

Each switch has two extensions. The first one NDIS capure
Is disabled by default

Details for selected extension:
Microsoft NDIS Packet Capture Filter Driver A

Company: Microsoft
Version: 6.2.9200.163384
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BANDWIDTH — another new feature of Server 2012 allows you set the minimum
Maximum bandwidth (Mbps) for the virtual network adapter. This can be
Managed in the settings of the VM

| New Virtual Machine

v|
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X Hardware

¥ Add Hardware

# ¥ Processor
1 Virtual processor
= & IDE Controller 0

= Hard Drive
New Virtual Machine.vhdx

& sCsI Controller

Z com 1
None

Y com2
None

H Diskette Drive
None

X Management

B Network Adapter
Not connected

~

= & IDE Controller 1 3
& % DVD Drive
T “None Bandwidth Management

L | Name
New Virtual Machine
|¥2] Integration Services
All services offered

13| Snapshot File Location
25 smart Paging File Location

ii) Automatic Start Action
Restart if previously running

C:\ProgramData\Microsoft\Win...

C:\ProgramDataWMicrosoft\Win...

U Network Adapter

Specify the configuration of the network adapter or remove the network adapter.

1% BIOS
Boot from CD Virtual switch:
Wi Memory INot connected v
512 MB
VLAN ID

[] Enable virtual LAN identification

["] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.
Remove
@ Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel App




I New Virtual Machine v | i b Q
A Hardware ~ | Advanced Features had
¥ Add Hardware
(& BIOS MAC address
Boot from CD (® Dynamic
W ey O Static
512 MB o -
% [ processor [00]+{o0 |-[oo |-Joo |-[o0 -{oo |
1 Virtual processor
= i 1DE Controller 0 MAC address spoofing allows virtual machines to change the source MAC
G Hard Drive address in outgoing packets to one that is not assigned to them.
New Virtual Machine, vhdx ["] Enable MAC address spoofing
= I IDE Controller 1 /
{* DVD Drive DHCP guard
None DHCP quard drops DHCP server messages from unauthorized virtual machines
& SCSI Controller i pretending to be DHCP servers., =
= § Network Adapter = ] Enable DHCP quard 7
Not connected
Hardware Acceleration /
e
y? COM 1 Router ggard drops router advertisemgnt and redirection messages from
Y unauthorized virtual machines pretending to be routers.
7 com2 ["] Enable router advertisement quard
MNone
b Diskette Drive Port mirroring
bk Port mirroring allows the network traffic of a virtual machine to be moritored by
A Management copying incoming and outgoing packets and forwarding the copies to another
@ Name virtual machine configured for monitoring.
. New Virtual Machine Mirroring mode: |None v l
2| Integration Services |
All services offered —
%8| Snapshot File Location NIC Teaming
C:\ProgramDataMicrosoft\Win... You can establish NIC Teaming in the guest operating system to agaregate
aé Smart Paging File Location bandwidth and provide redundancy. This is useful if teaming is not configured in '
v

C:\ProgramData \Microsoft\Win...

the management operating system.
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ADVANCED FEATURES FOR VIRTUAL NETWORK ADAPTERS

Two Features: DHCP Guard And Router
Gurad.



